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MDNS

The protocol allows devices on the same
local network to resolve hostnames (e.g., my-
device.local) to IP addresses without needing
a central DNS server.

In WebRTC, mDNS is used to enhance privacy
by hiding a user’s real local IP address from
websites.

Instead of exposing private [Ps directly
during WebRTC sessions, mDNS generates
obfuscated ICE candidates (e.g., 12345.local)
that are resolved to private IP addresses only
within the local network.




Local network connections with mDNS
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Local network connections with mDNS
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Local network connections with mDNS
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Local nhetwork connections with mDNS

o e M traceWebRTC.pcapng
Au T ® m[ I RE Re=2EF 8 S = § @ § IF
A | Apply a display filter ... <3€/>
No. Time Source ~  Destination Protocol Lengtt Info
£232 14/ .882703 1YL 1D 1. 30 L34, £23D. £2D. £2W 22U Z14 F=32CEAHLA X AIIF/ L. L1
256 148.807383 192.168.1.36 239.255.255.250 SSDP 214 M-SEARCH * HTTP/1.1
272 173.690576 192.168.1.36 224.0.0,251 IGMPv2 46 Membership Report group 224.0.0.251
_ 185. 365658 192.168.1.36 224.0.0.251 Standard response 9x0000 A, cache flush 192.168.1.36 NSEC, cache flush ddd3efc5-dbfa-46f5-b7
' 286 185.367479 192.168.1.36 224.0.9.251 MDNS 182 Standard query ©x@0@@ A 9131bB6c~-4d34-42b6-9a2e-elfc35cb3619. local, "QM" question
287 185.368036 192.168.1.36 224.9.0.251 MDNS 102 Standard query ©x@00@ AAAA 0131b86c-4d34-42b6-9a2e-elfc35cb3619. local, "QM" question
289 185.368623 192.168.1.36 224.0.9,251 MDNS 102 Standard query ©x@000 A f3678245-77ef-426b-a704-e2d0a85860e3, local, "QM" question
299 185.368629 192.168.1.36 224.9.9.251 MDNS 1802 Standard query ©x@00@ AAAA f3678245-77ef-426b-a704-e2d0aB5860e3. local, "QM" question
292 186.286538 192.168.1.36 224.0.0.251 MDNS 171 Standard query response 0x0088 A, cache flush 192.168.1.36 NSEC, cache flush ddd3efc5-dbfa=-46f5-b7
299 187.208266 192.168.1.36 224,0,0,251 MDNS 186 Standard query response 0x0000 AAAA, cache flush 2a01:cbl19:9b6:3000:e857:3362:6344:1154 NSEC, cach
382 188.1300860 192.168.1.36 224.0.0,251 MDNS 186 Standard query response 0x000@ AAAA, cache flush 2a@1:cbl9:9b6:3000:e857:3362:6344:1754 NSEC, cach
387 189.361994 192.168.1.36 224.90.0,251 MDNS 171 Standard query response 0x0080 A, cache flush 0.0.0.@ NSEC, cache flush da8cB8b6@-18f@-4d29-b38c-6d
317 19@.2820886 192.168.1.36 224.0.0.251 MDNS 171 Standard query response @x0800 A, cache flush 9.0.9.8 NSEC, cache flush da8c8bt@-18f@-4d29-b38c-bd
322 191.202812 192.168.1.36 224.0.0,251 MDNS 186 Standard query response 0x0000 AAAA, cache flush :: NSEC, cache flush 027ed4cB5-b9%af-4c22-aalf-aced
329 192.125971 192.168.1.36 224.0.90,251 MDNS 186 Standard query response Ox00080 AAAA, cache flush :: NSEC, cache flush 827ed4cB85-b%af-4c22-aa@f-ace8
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Issue 1: MDNS not authorized in the network
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Issue 2: mMDNS not forwarded by a router
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Issue 3: Quanteec can not see the IP to
associate the peer in the subnetwork
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Idea: local STUN/TURN ? For issues 1 & 2 only.
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Issue 2: mMDNS not forwarded by a router
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MDNS is not blocked in the local network

users are behind the same router

Disabling mDNS is
not needed when




How to disable
MDNS in the
browsers?

All informations at:

https://doc.quanteec.com/advanced-topics/

ecdn
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https://doc.quanteec.com/advanced-topics/ecdn
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Email: contact@qguanteec.com
Phone: +33 06 80 32 97 05

Website: www.quanteec.com

Address: 11 Cr du 30 Juillet, 33000 Bordeaux
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